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Abstract

Industrial Internet of Things (IIoT) networks join constrained field devices, legacy control protocols, edge
gateways, and enterprise services while cyber incidents may produce physical and operational consequences. Security
teams therefore need risk prioritization that is timely and intelligible, yet many assessment approaches require
extensive modeling, complete evidence, or computationally demanding analytics. This conceptual paper proposes a
lightweight, explainable framework that calculates bounded asset and network risk scores using simple arithmetic at
an edge gateway or monitoring server. The framework combines asset criticality, vulnerability and configuration
weakness, exposure, threat or anomaly evidence, control effectiveness, local propagation potential, and evidence
confidence. It explicitly separates measured risk from confidence, applies conservative fallbacks when evidence is
missing, and maps 0–100 scores to reviewable response priorities. Original equations define base, mitigation-adjusted,
topology-aware, confidence-adjusted, aggregated, and temporally smoothed risk while preserving monotonicity
and bounds. A gateway-centered architecture, operational workflow, linear-time scoring algorithm, and symbolic
industrial scenario show how the design can support triage without imposing continuous analysis on constrained
nodes. The contribution is a transparent synthesis intended for organizational calibration, not a validated standard
or a substitute for safety, business-impact, or complete industrial risk assessment. No experiment, simulation,
dataset, prototype, or field deployment is reported; expert elicitation and empirical validation remain future work.

Keywords: Industrial Internet of Things; Cybersecurity Risk Assessment; Industrial Control Systems; Edge Security;
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1. Introduction

IIoT connects sensing, actuation, supervision, and analytics across operational technology (OT) and information
technology (IT). Its security problem is not merely enterprise confidentiality: loss of integrity or availability can disturb
a physical process. Heterogeneous devices, remote locations, bandwidth and energy constraints, and legacy systems
complicate protection [1]; industrial communications also impose availability and timing requirements that conventional
controls may not preserve [2]. Consequently, an enterprise score dominated by software severity may understate a
vulnerable controller’s process consequence, while a highly connected but noncritical host may be over-prioritized.
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Existing risk frameworks provide useful governance concepts, but IoT complexity and heterogeneity do not fit them
without contextual adaptation [3]. Recent surveys describe fragmented IoT risk-management processes [4] and continuing
gaps in industrial and consequence-oriented analysis [5]. At the opposite extreme, probabilistic, attack-graph, or
machine-learning models may require data, expertise, or compute unavailable for frequent plant-level triage. The
problem addressed here is therefore: how can heterogeneous IIoT evidence be converted into a bounded, explainable
priority score without computation on constrained devices or claims of quantitative precision unsupported by evidence?

The objective is to develop a conceptual, edge-assisted scoring framework. Three research questions guide it: RQ1, which
IIoT-specific factors are necessary for an actionable asset score; RQ2, how can mitigation, topology, and uncertainty
be represented with bounded simple arithmetic; and RQ3, how can asset scores support network prioritization while
remaining auditable? The scope is periodic or event-driven triage inside an identified industrial zone; formal safety
assessment, monetary loss estimation, penetration testing, and autonomous remediation are outside scope.

This paper contributes: (1) a modular architecture separating device telemetry from gateway computation; (2) an
original monotone model that reports risk and evidence confidence together; (3) a one-hop topology approximation and
linear-time aggregation suitable for edge use; and (4) an explainable mapping from factors to response priority. These
are design proposals, not empirically validated findings.

2. Background and Related Work

IoT-specific risk factors reported in prior work include organizational behavior, dependency, attack surface, susceptibility,
severity, and uncertainty [6]. A vulnerability-oriented process further links weaknesses, vulnerabilities, threat events,
and attack scenarios [7]. Network structure is commonly represented more richly: Bayesian models can be derived
from attack paths [8]; a review of IoT attack graphs highlights their value and scalability challenges [9]; node–edge
scoring correlates vulnerabilities along possible routes [10]; and automated graph construction can combine topology
with CAPEC, CWE, and CVE knowledge [11]. Dependency-aware CPS assessment shows why relationships among
cyber and physical components matter [12], whereas knowledge-based simulation models propagate cause and effect
across complex systems [13].

Time and operational cost create another tradeoff. Dynamic assessment literature emphasizes rapidly changing evidence
[14] and the relationship between risk and infrastructure resilience [15]. Edge integration can place heavier monitoring
away from field nodes [16]; even basic safeguards must respect constrained-device resources [17]. Intrusion-detection
taxonomies show that alerts depend on architecture, layer, and attack coverage [18], while IIoT situation assessment
using AHP and XGBoost illustrates the additional data and model path chosen by learning-based work [19]. Threat
likelihood is distinct from technical severity, as the data-driven EPSS formulation makes explicit [20]; nevertheless,
cyber-risk data are often scarce or uncertain [21].

Dynamic-risk reviews find no single method suitable for every context [22]. Bayesian C2P models [23], ATT&CK-
based CPS analysis [24], and OT situational-awareness research [25] provide richer causal reasoning, while dynamic
probabilistic assessment may employ Monte Carlo simulation [26]. Such methods are valuable for deep assessment, but
their requirements motivate a complementary first-pass score. Table 1 compares representative approaches only on
features explicitly documented in those papers.

The precise gap is an edge-calculable IIoT score that jointly includes consequence, weakness, exposure, live evidence,
controls, local propagation, and data quality without requiring attack-path enumeration, model training, or complete
evidence. The proposed framework fills that narrow triage gap; it does not supersede the richer methods above.

3. Design Requirements and Threat Model

The intended environment is a segmented industrial cell containing sensors and actuators, programmable logic controllers
(PLCs), human–machine interfaces (HMIs), engineering workstations, a historian, and an edge gateway. Protected
assets include process availability and integrity, safety-relevant control logic, configurations, credentials, telemetry, and
the monitoring plane. The gateway collects passive summaries and runs the score; constrained nodes need only expose
already available health/configuration state or be observed passively.

The gateway, signed policy, authenticated inventory, and authorized analysts are trusted for calculation, although
each evidence item carries a quality value. Device self-reports, unauthenticated discovery, external feeds, and alerts
are untrusted until corroborated. Threat actors include remote attackers, malicious or careless insiders, compromised
maintenance endpoints, and supply-chain adversaries. Attack surfaces include remote access, edge APIs, wireless links,
insecure credentials, firmware, exposed services, removable media, and legacy protocols lacking modern authentication.
Assumptions are that a minimally useful inventory and directed communication graph can be maintained, time is
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approximately synchronized at the gateway, and asset owners can classify process consequence. Exclusions include
unknown physical dependencies not represented in the inventory, quantitative safety integrity, adversary strategy
optimization, and guaranteed detection of zero-days.

Table 1: Comparison of representative open-access research.

Study Environ-
ment

Main risk
factors

Scoring
method

Topology Resource
aware-
ness

Explain-
ability

Limitation
relevant here

Kandasamy
et al. [3]

IoT/IoMT Risk vectors,
impact,
likelihood

Formula
and risk
rank

No No Factor-level Domain examples
and calibrated
inputs are
needed.

Andrade
et al. [6]

General
IoT

Organization,
behavior,
dependency,
surface, sus-
ceptibility,
severity,
uncertainty

Factor-
based
methodol-
ogy

Attack
graphs

dis-
cussed

Capacity
constraint
noted

Construct-
level

Framework
derivation
includes expert
judgment.

Flores et
al. [8]

Smart
home IoT

Attack paths
and impact

Bayesian
network

Yes No Causal
graph

Smart-home
scope; parameters
use simulated
attacks.

Shin et al.
[10]

Enterprise
network

CVSS,
vulnerability
correlation,
node/edge
risk

Attack-
graph
scoring

Yes No Path and
node scores

Requires graph
construction and
correlation
analysis.

Akbarzadeh
and
Katsikas
[12]

CPS/ICS Dependencies,
attack paths,
critical
components

Dependency-
based
ranking

Yes No Explicit
paths

Requires a
detailed CPS
dependency
model.

Phillips et
al. [13]

Complex
CPS

Threat
causes,
effects,
interdepen-
dencies,
controls

Knowledge-
based
simulation

Yes No Causal
trace

More modeling
and simulation
than lightweight
triage.

Yi and
Guo [19]

IIoT
network

Security
situation
hierarchy
and attack
data

AHP plus
XGBoost

Not
explicit

Data
balancing
consid-
ered, not
node cost

AHP
hierarchy

Training data
and ML pipeline
are required.

4. Proposed Lightweight Risk-Scoring Framework

Fig. 1 presents the original architecture. Device-side activity is limited to normal telemetry and optional status export.
The industrial network and edge gateway provide observation points; inventory, vulnerability intelligence, configuration
records, topology, and alert evidence feed a scoring engine. A dashboard exposes factor contributions and confidence
before an analyst or approved playbook chooses a response.

Table 2 converts these conditions into design requirements. Protocol independence means scoring normalized evidence,
not parsing every protocol identically. “Low overhead” refers to the proposed arithmetic, not to the upstream cost of
vulnerability scanning or anomaly detection.
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Figure 1: Gateway-centered IIoT risk-scoring architecture. Raw or summarized evidence is processed away from
constrained nodes; security decisions remain governed and reviewable.

Table 2: Design requirements and mechanisms.

Requirement Proposed mechanism
Low
compute/memory

Additions, multiplications, maxima,
and one pass over assets/links at
the gateway.

Explainability Store each factor, weight, control
credit, confidence, and band trigger.

Modularity/protocol
independence

Evidence adapters emit normalized
factor records.

Incomplete
evidence

Confidence is reported; missing
values blend with conservative
policy priors.

Periodic/event
updates

Recompute changed nodes and
smooth reported scores.

High-consequence
priority

Criticality enters base risk and
aggregation; low confidence can
force review.

Operational
compatibility

Passive collection preferred; no
continuous scoring on constrained
nodes.

The modules are: (1) asset inventory and classification; (2) criticality assessment over safety, production, quality,
environmental, and recovery consequences; (3) vulnerability and insecure-configuration assessment; (4) exposure
assessment for reachable services, trust zones, and remote paths; (5) threat/anomaly evidence from alerts or observed
deviations; (6) verified control effectiveness; (7) a directed one-hop propagation factor; (8) evidence confidence; (9)
node score calculation; (10) network aggregation; (11) risk-band interpretation; and (12) response-priority mapping.
Table 3 defines the inputs. Values are ordinal-to-continuous policy encodings on [0, 1], not physical probabilities unless
their source is explicitly probabilistic.

4.1. Factor Construction and Explanations

An implementation should define a versioned rubric for every factor rather than normalize unlike raw fields together.
Criticality should be assigned per operating mode because a maintenance HMI and a production PLC may exchange
priority when the process state changes. Vulnerability assessment may combine the most consequential applicable
weakness with a capped contribution from additional independent weaknesses; summing every CVE would reward
duplicated records and device age. Exposure should distinguish an externally reachable service, a cross-zone management
path, and an observed local flow, while respecting direction and firewall policy. Threat evidence should decay with
age and increase only when corroboration, specificity, and asset identity are adequate. These transformations are
organizational design choices and must be displayed with their source records.

Control effectiveness requires evidence of operation, not a control catalogue checkbox. Preventive controls (hardening
and authentication), detective controls (monitoring), containment (segmentation), and recovery (tested restoration)
may be combined through a documented rubric, but overlapping controls should not receive repeated credit. Expired
tests reduce the corresponding confidence before they reduce the control value; this distinction shows whether the
concern is an ineffective control or simply stale assurance. Likewise, a vulnerability feed can be authoritative yet have
poor coverage of an unsupported legacy controller.
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The explanation object for asset i contains the raw observations, normalized values, per-source confidence, priors used
for missing evidence, weight contributions wxxi, control reduction ρMi, reachable critical neighbors contributing to Pi,
and the rule producing the response category. Two concise counterfactuals are useful: the smallest verified control
improvement that would cross the next lower band, and the missing evidence item whose confirmation would most
change confidence. These are arithmetic what-if statements, not causal claims. An analyst can therefore challenge a
factor or policy assumption without treating the final score as ground truth.

Table 3: Risk-factor definitions, ranges, and interpretations.

Factor and
range

Interpretation
of larger values

Candidate
evidence

Ci Asset
criticality
[0, 1]

Greater safety,
process,
environmental,
quality, or recovery
consequence

Asset owner
classification,
process/safety
records

Vi Vulnerabil-
ity/configuration
[0, 1]

More
severe/exploitable
weaknesses or
insecure settings

Vulnerability
database, firmware
mapping,
configuration audit

Ei Exposure
[0, 1]

More reachable
services, remote
paths, or weak
zone boundaries

Passive flows,
firewall rules,
remote-access and
service inventory

Ti

Threat/anomaly
evidence
[0, 1]

Stronger, fresher,
corroborated
hostile or
abnormal activity

IDS alerts,
authentication
events, anomaly
summaries, threat
intelligence

Pi

Propagation
potential
[0, 1]

Direct reachability
to more critical
adjacent assets
over usable links

Directed topology
and permitted
communication
graph

Mi Control
effectiveness
[0, 1]

Stronger verified
prevention,
detection,
containment, and
recovery controls

Segmentation tests,
hardening records,
monitoring and
backup evidence

Qi Evidence
confidence
[0, 1]

More complete,
fresh, trustworthy,
and corroborated
evidence

Source provenance,
age, coverage,
consistency checks

The reporting bands in Table 4 are proposed initial policy categories, not validated thresholds. A low-confidence,
high-criticality asset is escalated for evidence collection even if its numerical band is lower.

The update sequence and the one-hop topology interpretation are visualized in Figs. 2 and 3, respectively, and detailed
in Sections 6 and 7.

Table 4: Proposed score bands and response priorities.

Score Category
Recommended priority
mapping

0–24 Low Routine monitoring; verify on
scheduled review.

25–49 Moderate Plan remediation; confirm weak
evidence.

50–74 High Expedited analyst review and
compensating controls.

75–100 Critical Immediate governed response; assess
safe containment.
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5. Mathematical Risk Model

For asset i, let ˆ︁Xi be the observed value of X ∈ {V, E, T}, qXi its source confidence, and πX a conservative organizational
prior. Missing or weak evidence is imputed transparently:

X∗
i = qXi

ˆ︁Xi + (1 − qXi) πX . (1)

Every term lies in [0, 1], hence so does X∗
i . A missing observation sets qXi = 0 and yields πX , rather than zero. Priors

are policy assumptions recorded with the score; they are not claimed frequencies.

The base asset risk is
Bi = wCCi + wV V ∗

i + wEE∗
i + wT T ∗

i ,
∑︂

wx = 1, wx ≥ 0. (2)

Thus Bi ∈ [0, 1] and increases monotonically in each contributing factor. Criticality is included additively so a low
threat signal cannot erase high consequence. The factors are operationally separated: V describes intrinsic weakness,
E reachable opportunity, and T current hostile evidence.

Verified controls reduce, but need not eliminate, the base risk:

Ai = Bi (1 − ρMi) , 0 ≤ ρ < 1. (3)

Here Mi is composite control effectiveness and ρ is the maximum allowed control credit. Consequently 0 ≤ Ai ≤ Bi ≤ 1;
even Mi = 1 leaves residual risk when ρ < 1. Only implemented and tested controls receive credit.

Let Ni contain assets directly reachable from i along an allowed or observed directed link, and let aij ∈ [0, 1] denote
link usability for propagation. A lightweight topology factor and topology-aware risk are

Pi =

⎧⎨⎩
∑︁

j∈Ni
aijCj∑︁

j∈Ni
aij

,
∑︁

aij > 0,

0, otherwise,
Gi = Ai + (1 − Ai) βPi, 0 ≤ β ≤ 1.

(4)

Pi is the weighted mean criticality of directly reachable neighbors, not an attack probability. Equation (4) is bounded
because it fills only the remaining distance to one; it never lowers risk. The one-hop approximation avoids path
enumeration but cannot represent all multi-stage attacks.

Evidence confidence is aggregated as Qi =
∑︁

X νXqXi, where νX ≥ 0 and
∑︁

X νX = 1. With a conservative fallback
πR

i ∈ [0, 1], the reported pair is

Ui = max{Gi, πR
i },

Ri = 100 [QiGi + (1 − Qi) Ui] , Ki = 100Qi.
(5)

Ri ∈ [0, 100] is risk and Ki ∈ [0, 100] is confidence. Lower confidence cannot reduce Ri because Ui ≥ Gi. A policy may
make πR

i monotone in criticality, but its calibration remains explicit.

For n assets, network risk combines systemic concentration and weighted average exposure:

Rnet = λ max
i

Ri + (1 − λ)
∑︁n

i=1 siRi∑︁n
i=1 si

, 0 ≤ λ ≤ 1, si > 0. (6)

The parameter λ controls sensitivity to the worst asset; si are governance weights, commonly linked to criticality. The
convex combination stays in [0, 100]. It is an index for prioritization, not expected loss.

To damp measurement noise while retaining event responsiveness,

˜︁Ri(t) = ηi(t)Ri(t) + [1 − ηi(t)] ˜︁Ri(t − 1), 0 < ηi(t) ≤ 1. (7)

The bounded convex update remains in [0, 100]; a governed event rule can raise ηi for a confirmed exploit or topology
change. Smoothing must not delay safety-relevant escalation, for which the unsmoothed score is also displayed.

To reduce double counting, each evidence field has one primary factor, Pi contains only downstream criticality and
link usability (not local exposure), and control evidence is excluded from Vi. Organizations should inspect factor
correlations and merge or down-weight overlapping inputs. Weights wx, νX , ρ, β, λ, priors, and thresholds should be
selected through structured expert elicitation involving OT, safety, operations, and security staff, constrained as above,
then tested by sensitivity analysis and future cases. No weights are asserted to be optimal.
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6. Framework Workflow and Implementation Considerations

Fig. 2 shows the operational cycle: discovery and evidence collection precede normalization; factor and confidence
records feed node scoring; aggregation and priority mapping support review; accepted changes update the inventory
and policy.

Figure 2: Risk-scoring workflow and governed feedback cycle.

Table 5: Lightweight IIoT scoring.

Step Lightweight scoring operation
1 Load policy, inventory A, and directed links L.
2 For each asset i ∈ A, collect evidence and

provenance.
3 Normalize Ci, V̂i, Êi, T̂i, Mi; assign qXi.
4 Compute Xi*, Bi, and Ai using (1)–(3).
5 Scan outgoing links once; accumulate

∑︁
aij and∑︁

aijCj .
6 Compute Pi, Gi, Ri, Ki; retain factor

contributions and flags.
7 Compute Rnet, map bands, sort assets by

governed priority.
8 Smooth display score; present raw score,

confidence, and rationale for review.

With adjacency lists, steps over assets cost O(n) and the topology scan costs O(m) for m directed links; sorting is
O (n log n), or O(n) when only four band queues are required. Scoring memory is O(n+m) at the gateway. Incremental
operation can recompute a changed asset and its in-neighbors, but the stated bound assumes a full refresh. Devices
execute no risk model.

Implementation can combine a passive network sensor, vulnerability-to-firmware mappings, configuration-management
records, an asset inventory, topology from observed flows and engineering documentation, and existing alert/anomaly
summaries. Active probing should be separately safety-approved. Adapters should timestamp and sign records where
feasible, preserve raw identifiers for audit, and avoid turning absence of traffic into evidence of safety. The dashboard
should show factor values, priors, control credit, topology neighbors, score deltas, and the rule that set the response
band.

Table 5 illustrates how provenance governs interpretation. A record is not discarded merely because confidence is low; it
is blended through (1), flagged, and routed for collection. Contradictory sources should remain visible rather than being
silently averaged. Update triggers include a new vulnerability mapping, configuration drift, changed remote-access
rule, topology edge, high-confidence alert, control test, process-mode transition, or analyst correction. A signed audit
entry should retain the old and new factor vectors, policy version, actor, and reason. Rollback restores the policy and
inventory state, not an attacker-controlled device state.
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Table 6: Evidence sources, quality concerns, and handling.

Evidence
source Factors Quality-aware handling
Asset and
configura-
tion records

C, V,
M

Check owner, scope, version, and
age; flag unsupported firmware
mappings.

Passive flow
and rules

E, P Preserve direction and
observation window; reconcile
documentation conflicts.

Alerts/threat
feeds

T Require asset identity, freshness,
specificity, and corroboration.

Control tests M, Q Credit only verified scope; expire
confidence when assurance
becomes stale.

7. Conceptual Application Scenario

Consider the architecture in Fig. 3: an industrial sensor reports to a PLC; an HMI supervises the PLC; an engineering
workstation can modify logic; a historian receives process data; and an edge gateway bridges monitoring services. This
is a symbolic scenario, not a deployment, incident, dataset, simulation, or measured network.

Qualitatively, a PLC with high process criticality, a known severe weakness, weak segmentation, and reachable
engineering access receives high C, V , E, and P contributions. The engineering workstation may rank similarly despite
lower direct process criticality because it can propagate to the PLC. Direct external exposure raises the gateway’s E;
strong authentication, segmentation, and verified monitoring increase M and reduce its adjusted score. A sensor with
limited reach and effective compensating controls may rank lower, but stale firmware inventory lowers Q and invokes
the conservative fallback. The historian may have high data impact yet lower propagation if flows are constrained
one way. Each ordering follows visible factor differences; no numerical value or ranking is presented as observed or
validated.

The scenario also illustrates event-driven reasoning. A newly mapped workstation vulnerability changes its V record,
while verified blocking of the engineering-to-PLC path lowers P without pretending that the vulnerability disappeared.
A widened gateway remote-access rule changes E before an alert occurs. An uncorroborated anomaly can raise T while
lowering identity confidence; policy determines whether the result triggers collection or response.

Response priority must remain process-aware. For the PLC, “immediate” need not mean disconnecting a running
controller; it may mean restricting an upstream path, increasing observation, and scheduling a safe change window
with OT and safety owners. The same historian category might permit isolation, while a low-confidence sensor may
first require inventory confirmation. A playbook still checks process state, fail-safe behavior, recovery readiness, and
authorization.

8. Discussion

The framework’s expected advantages are traceability, computational simplicity, and deployability alongside an IIoT
edge gateway. Every score can be decomposed into policy weights and evidence. The model distinguishes weakness,
reachable opportunity, active threat, control credit, and propagation instead of collapsing them into an opaque output.
It can therefore complement governance frameworks, vulnerability-management processes, and deeper attack-path or
safety analyses by deciding where scarce analyst attention should begin.

8.1. Relationship to Existing Methods and Organizational Use

The framework occupies a deliberately limited layer between an asset register and a full risk assessment. Compared
with a flat severity list, it adds local consequence, exposure, verified controls, and directed adjacency. Compared with
attack graphs, it gives up multi-stage path completeness in exchange for a single edge scan. Compared with Bayesian
or dynamic probabilistic models, it does not require conditional-probability tables, distribution fitting, or repeated
simulation. Compared with machine-learning situation assessment, it needs no training set and exposes the sign and
size of every contribution. These are tradeoffs, not evidence of superiority: a detailed graph or probabilistic study
should replace the lightweight approximation when the decision justifies its cost.
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Figure 3: Topology-aware conceptual example. A reachable engineering workstation can raise priority because its
directed neighborhood includes a high-criticality PLC.

Operationally, asset owners can use factor sheets during change review; vulnerability teams can sort remediation by
process context; and defenders can examine unexpected high-P bridges or low-confidence areas. The network score in
(6) can summarize a zone, but cross-plant comparison requires aligned rubrics, weights, coverage, and operating modes.
A decreasing index is not proof of reduced incident probability, especially if inventory coverage has fallen.

8.2. Sensitivity, Manipulation, and Human Review

Sensitivity is greatest when a large weight multiplies an uncertain factor or an asset lies near a band threshold. Review
should vary policy parameters, examine rank reversals, and use joint scenarios for correlated inputs. If small defensible
changes produce different actions, the output requires judgment, not another decimal place.

The evidence pipeline is also an attack surface. A compromised device could suppress self-reported weaknesses; a
misconfigured collector could omit flows; an asset owner might overstate controls to lower a queue position; and an
alert flood could inflate threat evidence. Mitigations include source authentication, separation of duties for policy and
asset changes, passive corroboration, append-only audit records, rate limits, and alerts on abrupt factor or confidence
changes. These mechanisms protect scoring integrity but do not make evidence trustworthy by default. Analysts must
be able to override a priority with a recorded reason, and subsequent validation should study both the override and the
original score rather than treating the override as error.

These advantages are conditional. Weight selection can reverse close rankings; incomplete inventories hide both assets
and links; uncertain alerts can inflate or suppress T ; and correlated inputs can create false precision. Attackers or
asset owners might manipulate self-reported status, so provenance and independent passive evidence are important.
Vulnerability and threat evidence changes rapidly, whereas asset criticality may change during operating modes. A
one-hop P misses long paths, shared services, and conditional reachability. Controls may be credited on paper but fail
operationally. Thus raw evidence, confidence, and score changes require human review, particularly before containment
that could disrupt a physical process. The score supports prioritization; it neither guarantees security nor establishes
acceptable residual risk.

9. Limitations and Future Validation

This paper proposes a conceptual framework only. It provides no empirical validation, experiment, field trial, simulation,
dataset, prototype, benchmark, accuracy result, overhead measurement, or evidence that the proposed bands or weights
predict incidents. The normalized factors are organizational judgments unless grounded in a validated source, and the
arithmetic does not transform ordinal inputs into true probabilities.

Future work should use structured expert elicitation to define factors and priors; industrial case studies to test usability
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and failure modes; sensitivity and correlation analysis; comparison with established qualitative, attack-graph, Bayesian,
and dynamic methods; and calibration of thresholds against reviewed decisions rather than convenience. A prototype
should measure gateway CPU, memory, update latency, and evidence-collection cost. Longitudinal studies should test
ranking stability, alert responsiveness, and analyst overrides across manufacturing, energy, water, transportation, and
process industries. Sector-specific validation is necessary before operational reliance.

Validation should first measure disagreement among independent OT, safety, and security experts without treating
consensus as ground truth. Historical, de-identified cases could compare priority and explanations while preventing
outcome leakage. A prototype should measure scaling and test missing, stale, contradictory, and manipulated evidence;
prospective observation should record overrides and adverse operational effects. Thresholds and weights require
versioned governance, and no stage establishes universal validity.

10. Conclusion

IIoT risk prioritization must account for cyber-physical consequence, heterogeneous weakness and exposure, live
evidence, controls, topology, and uncertainty without burdening constrained devices. This paper developed an
edge-assisted framework that produces bounded asset and network scores with simple, explainable arithmetic and a
separate confidence indicator. Its main contribution is a transparent synthesis linking factor definitions, conservative
missing-evidence handling, local propagation, aggregation, smoothing, and response mapping. The framework may
help organize analyst attention, but it is not a standard, complete industrial risk assessment, or validated predictor.
Expert calibration, prototype measurement, sectoral case studies, and longitudinal comparison are required before
practical adoption.
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